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Background, Problem & Goal
Recap: CPU Microarchitecture, filfg4 (micro-ops, p-ops)

Key Ideas

Mechanisms
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Figure 2-3. The Intel Core Microarchitecture Pipeline Functionality

Source: https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html

Cache hierarchy of the K8 core in the AMD Athlon 64 CPU.
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Fig. 1. Overview of an x86 page-table entry and attributes that may trigger
architectural page fault exceptions (red bold) or microcode assists (green italic).
Attributes that are periodically cleared by some OS kernels are underlined; all

other fields can only be modified by privileged attackers.
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演示者
演示文稿备注
ISA such as Intel x86 instructions  are decoded  into  RISC-like micro-ops，机器语言指令也不是黑盒子，译码器，一个cisc指令到达译码器，可能译码成一个微操作（相当于risc指令），也可能是多个。具体译码成几个，分别是什么，就可以通过微码控制。有时cpu流片回来发现有bug，某条cisc指令行为不对，这是就可以修改微码来挽救。这个不能保证万试万灵，但多留一些余地总是好的，具体能起多大作用就要看设计者的能力了。
链接：https://www.zhihu.com/question/68133704/answer/264073108
https://zhuanlan.zhihu.com/p/86432216
https://www.cnblogs.com/chu888chu888/archive/2013/06/06/3120476.html

真正控制计算机工作是微控制器中的微代码，计算机的执行最根本不执行的是微代码，由微代码控制各个门的开关，决定数据从哪个模板流到哪个模块，各个模块应该做什么工作。而机器语言不过是微代码执行时查看的参数，微代码读取内存中的机器语言，根据机器语言决定下一步该执行什么，执行完毕后再读取下一条机器语言。

乱序执行部件和之前处理器设计中的线性通路有很大不同，它增加了一些复杂度，引入了非线性的通路。

第一个改变是指令从内存中取到处理器的指令缓存的过程。现代处理器能够检测何时会产生一个大的分支跳转（比如函数调用），然后提前将跳转目的地的指令加载到指令缓存中。

　　译码级有一些略微的修改。不同于以往处理器仅仅译码指令指针指向的指令，奔腾 Pro 处理器每一个始终周期最多能译码 3 条指令。现今的处理器（2008-2013 年）每个时钟周期最多可以译码 4 条指令。译码过程产生很多小片的操作，被称作微指令(micro-ops, µ-ops)。

　　下一级（或者好几级）被称为微指令翻译，接着是寄存器重命名(register aliasing)。许多操作同时执行，并且执行的顺序是乱序的，所以有可能出现一条指令读一个寄存器的同时，另外一条指令正在对这个寄存器进行写操作。在处理器内部，这些原始的寄存器（如 AX,BX,CX,DX 等）被翻译（或者重命名）成为内部的寄存器，而这些寄存器对程序员是不可见的。寄存器和内存地址需要被映射到一个临时的地方用于指令执行。当前每个始终周期可以翻译 4 条微指令。

　　当微指令翻译完成后，它们会进入一个重排序缓存(Reorder Buffer, ROB)，ROB 可以存储最多 128 条微指令。在支持超线程的处理器不，ROB 同样可以重排来自两个虚拟处理器的指令。两个虚拟处理器在 ROB 中将微指令汇集到一个共享的乱序执行部件中。

　　这些微指令已经准备好可以执行了。它们被放在保留站中(Reservation Station, RS)。RS 最多可以同时存储 36 条微指令。

　　现在才开始乱序执行部件神奇的部分。不同的微指令在不同的执行单元中同时执行，而且每个执行单元都全速运行。只要当前微指令所需要的数据就绪，而且有空闲的执行单元，微指令就可以立即执行，有时甚至可以跳过前面还未就绪的微指令。通过这种方式，需要长时间运行的操作不会阻塞后面的操作，流水线阻塞带来的损失被极大的减小了。

On Intel CPUs, the L1cache is the fastest and smallest, closest to the CPU, and split into a separate unit for data (L1D) and instructions (L1I). L1Dis usually a 32 KB 8-way set-associative cache

https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html

Recap: Modern Microprocessors, Concurrent execution

® Pipeline

® Superpipeline

® Superscalar, JBErE [CDC 6600, 1964]

® VLIW

® Hyper-Threading, #8%%F% [Intel Xeon, 2002]

RHES, EMCPU, 007§TTA J
F | 1D | Ex [MEM[S |nte|> AMD
IF | ID | EX MEM ! Dear! Ceiling!
: IF | ID | EX WB 40 GHz! 40 GHz!
IF | ID | EX WB THREAD
o IF | ID | EX IMEM| WB THREAD =
IF | ID | EX MEM| WB - HHHH THREAD?
IF | EX [MEM WB
IF EX |[MEM WB
ID | EX MEM| WB |
ID | EX MEM| WB |
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演示者
演示文稿备注
提升主频反而空转增加功耗，不行；需要引入新的压榨技术，比如OOE。
流水线，指令分成多个stage而并行，每一個clock cycle由多個不同的functional units執行多個指令的不同stage，增加吞吐量；
超流水，將每一個stage在細分成多個stage呢，不太行；
多级超标量流水线，除了分解work本身，简单粗暴直接多来几个人平行干活，如果我把functional units再依據運算類別做細分，就能達到同一個clock cycle中同時處理多個instruction，如此一來就能夠提高ILP；
VLIW，將多個子指令包成一個大指令，三個指令需要做三次decode，把他們包成一個大指令就只需要做一次decode，這樣子可以簡化decode/dispatch的部分
https://hackmd.io/s/Bkq5CzNYz

英特尔® 超线程技术是一项硬件创新，允许在每个内核不运行多个线程。更多的线程意味着可以并行完成更多的工作。超线程的处理器拥有两个虚拟的处理器，从而可以给乱序执行部件提供更多的数据。
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Recap: Out-of-Order Execution, avoid pipeline stalls

. . = In order dispatch + precise exceptions:
® Speculative Execution

Flolefele [e]aw]_ L e
. . STALL
® Multiple Branch Prediction e . e [ | T b
. _ FIDIEIE E|E|E R |w ADD R7 €« R3,R5

® data flow analysis F[D]| sl [E|R|W

= Out-of-order dispatch + preci tions:
® Tomasulo (CPU) [IBM 360, 1967] ut-or-order dispatc precise exceptions

IF|o|e|e |e |e[rR]|w

. E |D WAIT E|R|W
® Scoreboarding(GPU) [CDC 6600, 1964] e = 5
Flp|e|[E|E|E[R|W
F [D WAIT E|R|W

= 16 vs. 12 cycles

L0x002 if (A) Predictor
0x003 do A()

0x004 do_notA() e
e .. P> 1 = taken Pre for branch at 0x002

(1) Check predictor
(2) taken = speculatively execute do_A()
(3) Update predictor (with what really happened)
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演示者
演示文稿备注
OOE:执行方式从程序流驱动变成了数据流驱动：只要部件的输入条件满足，就可以开始执行
保留站ROB；
记分牌算法将ID译码段分成两个阶段：1是发射，2是读取操作数。无法消除WAR和WAW两种相关性；

分支预测技术加不我们今天的主角：预测执行（Speculative Execution）技术，在这里大放光彩。分支预测会判断哪条分支最可能被执行，预测执行会直接Fetch那里的指令，并立即执行。这样等分支结果出来后，实际不那里的早就开始执行了，流水线不总是满负荷运转的，一个晶体管都不能偷懒！
预测引擎十分的精准合高效，预测成功率高于95%
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Side-channel attacks 207E FJ 55 What’s new? ( 204 occurrences in Google Scholar)
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Recap: CPU (even SGX) remain leaky via Side-Channel Attack (Bypass)
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演示者
演示文稿备注
Different software protection domains: applications, virtual machines, enclaves
CPU builds “walls” for memory isolation between applications and privilege levels
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Source: https://en.wikipedia.org/wiki/Software Guard Extensions
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演示者
演示文稿备注
操作系统：通过虚拟内存为每个应用程序和内核开辟独立的地址空间，规定相应的访问权限。
CPU：通过硬件实现支持虚拟内存（TLB）及其相应的访问权限。

https://en.wikipedia.org/wiki/Software_Guard_Extensions
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Microarchitecture Side-channel: Transient Execution Attacks
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Skylake Microarchitecture (hacked continuously)

Background, Problem & Goal
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Background, Problem & Goal Key Ideas  Mechanisms Novelty Results Pros & Cons  Discussion
Recap: cache-base attack to Spectre-PHT (v1)

DRAM access =34 BWEFEAL iER (FHEAED)
( slow . CPUFHER | ©F LMCPUSHES 0
cacve ™ TLB SH E8TLE 0
pr%ntf("%d", l ; L1 Cache oA ER—REEF 4
printf("d”, 1k = L2 Cache wh N REE 10
(acne P
\ No DRAM access: L3 Cache R ER=RETF 50
much faster BN REE 200
< LEN S

( user buffer Isecret] e Programmer intention: no out-of-bounds accesses

if (idx < LEN) e Mistrain gadget to speculatively “ahead of time

{ execute with idx > LEN in the transient world
buffer[idx];
lookup[s];

wn
[

e Side channels may leave traces after roll-back!

Spectre take-away

e CPU transiently executes wrong code paths /
.. 49
e Confused-deputy gadgets encode secrets via side channels
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Recap: Flush + Reload to Meltdown

* It's possible to explicitly

. User Memo
| Shared Memory | flush a cache line A Bry char value = kernello]
ATTACKER VICTIM . l 4 Page fault (Exception)
1111 CLFLUSH C|D|E Out of order
| FlGlH mem[value]
1[T]R
* Same for measure the
access L [M|N Liiill
\ access latency olplo - -
O~ = D +ROTSC / ROTSCP Rs]T R S——
Victim accessed Victim did not access .. Ul VW -
(fast) (slow) « & Non-privileged x[y[z
operations

*  AttackerfEBII Flush/F=Xf R fYcache line  « CPUS R E Z BT IMELF N E HEIE
o fili%k Victimi [a)iZ EIE «  Meltdown o] S BT A1zt 1k
« Attackerif[O)E—EIBFFNEHRINE  « YPERNFERERSEAZT-TZEBEERE

Meltdown take-away

Faulting (or assisted) loads transiently forward unrelated data from
various microarchitectural buffers
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演示者
演示文稿备注
Attacker先通过Flush清空对应的cache line
触发Victim访问该数据
Attacker会访问同一数据并测量访问时间
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Meltdown variants: Microarchitectural buffers
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Spectre-v2: Poisoning Indirect Branches (CVE-2017-5715)

Context A Context B |
: 27?97 , -
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©® s
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TN K (mispridict) 3 A %gadget,

« EREEAIESRIENHIT R Teadget R FEIRMAE RS R CPUR R —
FEFEXE, RRIGEBIE—NEEZEFEXERNEFER (Cache Line) fpH
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演示者
演示文稿备注
分支预测变量在攻击者控制的不下文A中受到（错误）训练。
在不下文B中，分支预测变量基于来自不下文A的训练数据进行预测，从而导致在攻击者选择的地址处进行推测执行，该地址对应于 幽灵小工具在受害者地址空间中的位置。


(| Background, Problem & Goal
Where LVI?

LVI = reverse Meltdown-like + Spectre v2-like-gadget
EANBEFEHNEIREREMAREZNRSHNITEEMAMAZ
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演示者
演示文稿备注
在2018年，Spectre（右不方）扭转了数十年来已知的相对无害的分支预测侧信道泄漏（左不方）。 
通过将推测性错误分支决策注入其他程序，Spectre使得潜在的问题更加相关且更难解决。 
同时，包括Foreshadow，ZombieLoad，RIDL和Fallout在内的垂直和危险的Meltdown类型攻击（左下）展示了从各种隐藏处理器缓冲区中提取交叉特权级别的数据的能力。
下一步是LVI（右下方）：我们首次将受害应用程序中的Spectre样式的代码小工具与来自故障或辅助内存加载指令的Meltdown类型的非法数据流结合起来，以绕过现有的防御措施并注入攻击者控制的数据转化为受害者的短暂执行。
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Goal
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LVI = reverse Meltdown-like + Spectre v2-like-gadget
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Key Approach &
Ideas
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Background, Problem & Goal Key Ideas
Inception: FIHVEAN 1A B4k

Outside view Intra-enclave view
e Meltdown: out-of-reach e Access enclave + outside memory
e Foreshadow: cache emptied — Abuse in-enclave code gadgets!
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@ Background, Problem & Goal Key Ideas = Mechanisms Novelty Results Pros & Cons Discussion
Inception: =iRVEA 1WA B 4E (Cont.)

=X
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演示者
演示文稿备注
它将meltdown类型的攻击转向向应用程序注入数据，而不是泄漏数据。在某些情况下，攻击者可以注入任意数据，替换应用程序从内存中加载的值。应用程序会在短时间内使用这个值，直到检测到错误并回滚所有操作。然而，在这么短的时间内，攻击者可以任意劫持控制流和数据流。


@ Background, Problem & Goal Key Ideas = Mechanisms Novelty Results Pros & Cons Discussion
Load Value Injection (LVI): Turning Meltdown around, leaking -> injection

direct data
leakage!

PN
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演示者
演示文稿备注
You bring the subject into a fault and then they fill it with their secrets
LVI本质不是一种反向Meltdown类型的攻击，它滥用了在受害者域内执行的错误或辅助负载指令并不总是产生预期的结果，而是可以瞬态地转发来自各种微架构缓冲区的虚拟值或(攻击者控制的)数据。


Background, Problem & Goal Key Ideas = Mechanisms Novelty Results Pros & Cons  Discussion
Load Value Injection (LVI): Turning Meltdown around (Cont.)

& 7

CALL *pt
or
array|[*pt]

a8
~

\ inject data!

f
'cPu

[LFB/LP ]
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@ Background, Problem & Goal Key Ideas = Mechanisms Novelty Results Pros & Cons Discussion
LVI: The basic idea

ISA

u-Arch buffer

p-Arch

A B Mem
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演示者
演示文稿备注
mov A to 1000.
用攻击者的值毒害隐藏的处理器缓冲区。


@ Background, Problem & Goal Key Ideas = Mechanisms Novelty Results Pros & Cons Discussion
LVI: The basic idea (Cont.)

(1) Fill &A

Program

ISA

A p-Arch buffer

B Mem

u-Arch
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演示者
演示文稿备注
用攻击者的值毒害隐藏的处理器缓冲区。


@ Background, Problem & Goal Key Ideas = Mechanisms Novelty Results Pros & Cons Discussion
LVI: The basic idea (Cont.)

load &B ]

-

E

(@)

o

l *

< IQ....*‘.

@ ------------------------------- —s’—. -------------------------------
S A p-Arch buffer

{ 'l

3 B Mem
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演示者
演示文稿备注
在受害程序中引起故障或辅助负载。


@ Background, Problem & Goal Key Ideas = Mechanisms Novelty Results Pros & Cons Discussion
LVI: The basic idea (Cont.)

[ @ Faulting load &B ]

&

o

S (1) Fill 84

al

SN IS NS
- illegal microarchitectural serve

§ A p-Arch buffer

<

3 B Mem
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演示者
演示文稿备注
在受害程序中引起故障或辅助负载。


@ Background, Problem & Goal Key Ideas = Mechanisms Novelty Results Pros & Cons Discussion
LVI: The basic idea (Cont.)

[ @ Faulting load &B ﬁ ]
load value injection

£

o

(®) .

09_ @ Fill &4 @ Transient gadget

illegal microarchitectural serve

ISA

A p-Arch buffer

p-Arch

B Mem
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演示者
演示文稿备注
在受害程序加载错误后，攻击者的值会瞬时注入到代码小工具中。


@ Background, Problem & Goal Key Ideas = Mechanisms Novelty Results Pros & Cons Discussion
LVI: The basic idea (Cont.)

[ @ Faulting load &B ﬁ ]
load value injection

@ Transient gadget

Program

=)V%
array[B] or CALL "B 'M

illegal microarchitectural serve

ISA

A p-Arch buffer

B Mem

y-Arch
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演示者
演示文稿备注
在处理器检测到错误并回滚所有操作之前，辅助通道可能会留下与秘密相关的痕迹。


Background, Problem & Goal Key Ideas = Mechanisms Novelty Results Pros & Cons  Discussion
LVI: The basic idea (Cont.)

[ Replay load &B @ Fixup

s 4
(o) )
o ; [ ]
X
[ array[B] or CALL "B ]
% -------------------- ‘-’t.-.-. ----------------------------------------------
S A p-Arch buffer
< .
3 A B Mem
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Background, Problem & Goal Key Ideas = Mechanisms Novelty Results Pros & Cons  Discussion
LVI: The basic idea (Cont.)

c [ @ Faulting load &B ) 43? @ Fixup
o load value injection

S (1) Fill &A

o

@ Transient gadget

=V
° array[B] or CALL *B 'M

illegal microarchitectural serve

/-) A p-Arch buffer

A B Mem

ISA

p-Arch

A& EEF S (Poison) BREIAILIERRZAX

ESEREFRT S| ERfEs i a3 (Faulting or Assisted load ),
EXERFNEERE WHEENESREMNIAZIRIE/NTRES,
AR NE SR F B R E R EZR, MGETRSE TS5
ZIHKBIRIE

L=
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Implementation
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Background, Problem & Goal Key Ideas ~ Mechanisms Novelty Results Pros & Cons  Discussion
BUILDING BLOCKS OF THE ATTACK

* Phase P1: Microarchitectural Poisoning
RIFEHCPUAERTREZ AKX, BHUOER/FHF—ICPUMGIIRT, It
i BE a5 (ERE A forward o] 324 4 | transient window not long enough
* Phase P2: Provoking Faulting or Assisted Loads
SRR B EERNITEEMUERIE
need a fault where it can also pick up
* Phase P3: Gadget-Based Secret Transmission
EHE—TUERNRBYNIR, ZNIEXN E—ERMNEHERNTE
R ERR A NP SEIERI B RN IERNBRSITA
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@ Background, Problem & Goal Key Ideas ~ Mechanisms Novelty Results Pros & Cons Discussion
LVI toy example: Hijacking transient data flow

& enclave memory
A~ _ = 4

1 void call_victim(size_t — trusted_ptr
) call_victim (&untrusted_arg)
untrusted_arg) 5 L dx

trusted idx
2 { % ‘

3 xarg_copy = untrusted_arg; array <o,
4 array [ **trusted_ptr x 4096]; T x
| :
Store buffer | untrusted arg |

N B
o O
o O

’ULJMM}MWMJMLLWMMW

180 200 220 240
Array

Intended transmission ‘D’ Secret transmission ‘S’

Ing LI lixeon.lijj@gmail.com

Access time
[cycles]

C)

Lv IJGLI\IIIy H1arIciiL LATLULIVILI LIIIUUu
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演示者
演示文稿备注
transient window not long enough
need a fault where it can also pick up the value
说明受害域中的故障负载如何触发不正确的瞬态转发

first  copies  a  64-bit  value untrusted_arg provided by the attacker into trusted memory (e.g., onto the stack) #3

the  second  phase  of  the  attack,  a  pointer-to-pointer trusted_ptr(e.g.,  a  pointer  in  a  dynamically allocated struct) is dereferenced #4

我们假设在一级指针取消引用后，受害者将遭受页面错误或微码辅助。


执行清单1之后对探测数组的访问时间。68 (D)的dip是由受害者的体系结构程序语义指定的传输。在83 (S)处的下降是攻击者注入的不可信地址的受害者秘密。


Mechanisms

Novelty

Results

in-place (IP) vs., out-of-place (OP)

Background, Problem & Goal Key Ideas
Classification
mistraining
strategy
Spectre-PHT
microarchitec- Spectre-BTB
tural buffer
Spectre-RSB

Spectre-type

Spectre-STL [29] j

Meltdown-NM [78] )

T

Meltdown-AC ¥

L T, TS T T . . U W, W, T N DI 5. W

S

——e e e e e — -

Meltdown-BR

(Meltdown-GP 8, 35])

Jing Li lixeon.lij@gmail.com

PHT-CA-IP x )

Cross-address-space

PHT-CA-OP x )

Same-address-space

PHT-SA-IP [48,50] J

PHT-SA-OP x )

Cross-address-space

BTB-CA-IP [13,50] )

BTB-CA-OP [50] ]

Same-address-space

BTB-SA-IP % )

BTB-SA-OP [13] )

Cross-address-space
Same-address-space j\ RSB-CA-IP [52,59] )
I

Pros & Cons

Discussion

 TABLE 1. Charactenzauon of known side-channel and transient-execution
attacks in terms of targeted microarchitectural predictor or data buffer (vertical
Meltdown-F axis) vs. leakage- or injection-based methodology (horizontal axis). The LVI
attack plane, first explored in this paper, is indicated on the lower right and
Meltdown-1 applies an injection-based methodology known from Spectre attacks (upper
right) to reversely exploit Meltdown-type data leakage (lower left).

Methodolo =
_______ & Leakage T Injection j‘
———————— p-Arch Buffer o
o g PHT BranchScope [15], Bluethunder [24]| Spectre-PHT [38]
Meltdown-N 3 E‘ BTB SBPA [1], BranchShadow [40] Spectre-BTB [38]
ﬁ E RSB Hyper-Channel [8] Spectre-RSB [39, 44]
Meltdown-] &< g7 — Spectre-STL [23]
g L1D Meltdown [42] LVI-NULL
b L1D Foreshadow [61] LVI-L1D
E FPU LazyFP [57] LVI-FPU
E‘J SB Fallout [9] LVI-SB
& LFB/LP ZombieLoad [53], RIDL [67] LVI-LFB/LP
LVI: Hijacking Transient Execution through Apr. 28,2021 35/63
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Background, Problem & Goal Key Ideas ~ Mechanisms Novelty Results

LVI-L1D: L1 Data Cache Injection, control-flow hijacking

Pros & Cons

2 P1_gadget: 2
8 mov  (%rdi), %rl2
a mov -8 (%rdi), %ri3
= . P2_gadget: V Q
p pop %rax Eh
FETLLET Yo - retq %
» P3_gadget: 4 3
movb (%rax), %al =L
Pagetabfe BnhystaCkE mov ($rdi, %al), Srcx -’IA‘
c
RAX 8
%rdi P3 gadget address 5
virtual page offset @

Fig. 5. Transient control-flow hijacking using LVI-L1D: (1) the enclave’s stack
PTE is remapped to a user page outside the enclave; (2) a P1 gadget inside the
enclave loads attacker-controlled data into L1D; (3) a P2 gadget pops trusted
data (return address) from the enclave stack, leading to faulting loads which
are transiently served with poisoned data from L1D; (4) the enclave’s transient
execution continues at an attacker-chosen P3 gadget encoding arbitrary secrets

in the microarchitectural CPU state.

Jing Li lixeon.lij@gmail.com
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Background, Problem & Goal Key Ideas ~ Mechanisms Novelty Results Pros & Cons  Discussion
LVI-based transient control-flow hijacking

uarch buffer

] P1_gadget:
*user_pt; 1. Victim fills p-arch buffer with

attacker-controlled data

P3 address

Oﬁ'_ﬁ

{
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Background, Problem & Goal Key Ideas ~ Mechanisms Novelty Results Pros & Cons  Discussion
LVI-based transient control-flow hijacking (Cont.)

uarch buffer
( ) ( P1_gadget: |
RAX g *user_pt; 1. Victim fills y-arch buffer with
P3 address
é) P2 gadget Y attacker-controlled data
< return; 2. Victim executes indirect branch

(JMP/CALL/RET)
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Background, Problem & Goal Key Ideas ~ Mechanisms Novelty Results Pros & Cons  Discussion
LVI-based transient control-flow hijacking (Cont.)

uarch buffer

( ] P1_gadget:
RAX & *user_pt; 1. Victim fills p-arch buffer with
P3 address
_ P2 gadost 7 attacker-controlled data
< v 7| return; 2. Victim executes indirect branch
(JMP/CALL/RET)
3. Faulting load — inject incorrect
attacker values(!)
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Background, Problem & Goal Key Ideas ~ Mechanisms Novelty Results Pros & Cons  Discussion
LVI-based transient control-flow hijacking (Cont.)

uarch buffer

( ) P1_gadget:
RAX | suser_pt; 1. Victim fills p-arch buffer with
P3 address
_ P2 gadaet v attacker-controlled data
S 7| ceturn; /\ 2. Victim executes indirect branch
LVI
/ °— (JMP/CALL/RET)
3. Faulting load — inject incorrect
P3_gadget: attacker values(!
oracle[*secret_pt]; %’#‘ . ) ()
ﬁ 4. Redirect transient control flow

LVI: Hijacking Transient Execution through
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@ Background, Problem & Goal Key Ideas ~ Mechanisms Novelty Results Pros & Cons Discussion
LVI-SB, LVI-LFB, and LVI-LP: Buffer and Port Injection (SGX & non-SGX)

1 ; %rbx: user—controlled argument ptr (outside enclave)
2 sgx_my_sum_bridge:

3 500
+ call my_ssum ; compute ox10(%rbx) + o0x8(%rbx)
5 mov %rax,(%rbx) ; P1: store sum to user address
6  XOr %eax,%eax
7 pop %rbx
8 ret ; P2: load from trusted stacR
9
\ 7

: @: We can setup a fake transient stack in the store buffer or L1D!
\

« WHBTUEHMEFHLZEX, OSEKREARIEIHEMNMN, RERELZEKX

¢ é’l?ﬁ"['f’%ﬁ%f%%ﬁ'ﬂ@ ET :I}I%J/JIL’IT]'EIEM UK(%%/E/\E’]'T_LE £ j]ﬁjwi_i
Assistant ret 51 b M Store Buffer (SB) 2B 7 iZ)ENE

- IWEHAFTY l//(l_li?'_f%%ﬁﬁl:ﬁﬁiﬂ PR — PSPPI N EEEE—ERXRNEE
ZeXWEHTTHRD

Jing Li lixeon.lij@gmail.com
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演示者
演示文稿备注
攻击者可以在第4行之后中断安全区，清除安全区堆栈的主管或已访问的位，然后恢复安全区。
当安全区代码在第8行返回时，控制流将重定向到攻击者注入的位置，因为故障或Assistantret（P2）错误地从SB提取了该值
攻击者可以通过在受害者安全区代码中将一个或多个P3小工具链接在一起来对任意安全区秘密进行编码


Background, Problem & Goal Key Ideas ~ Mechanisms Novelty Results Pros & Cons  Discussion
LVI-NULL: Why 0x00 1s not a safe value, function-pointer hijacking

NULL —)»

@ g @ attacker-controlled page ...
‘r trusted enclave load

* 0x00 dummy values 2 # 1E AR fF HIret{E
« EENULLE— 1M ENNENMAFHIL, BEREHEENES T
o O HFENZIEETEAUEAN T BE

NULL —f &P3_gadget , %rbx=NULL
R ) P2_gadget: 1 \ 2 efax
mov (%rax), %rbx o &trusted_func_pt

"‘r call (%rbx) < &trusted_func

Fig. 6. Transient control-flow hijacking using LVI-NULL: (1) a P2 gadget
inside the enclave dereferences a function pointer-to-pointer, leading to a
faulting load which forwards the dummy value null; (2) the following indirect
call transiently dereferences the attacker-controlled null page outside the
enclave, causing execution to continue at an attacker-chosen P3 gadget address.

Jing Li lixeon.lij@gmail.com

LVI: Hijacking Transient Execution through
Microarchitectural Load Value Injection Apr. 28,2021 42/63




Novelty

LVI: Hijacking Transient Execution through
Microarchitectural Load Value Injection

Apr. 28, 2021 43/63

Jing Li lixeon.lij@gmail.com



Background, Problem & Goal Key Ideas  Mechanisms Novelty Results Pros & Cons  Discussion

A E R

- i RE
- WHEEANBEL (FITEMNIETE)
- BE(EB=EY  ARERORE, SFEHBHNER
- EARRE, SHTE
- BMREITE, 4K

POLEER R FBR - B, &, i, X

Source: http://blog.sciencenet.cn/blog-287179-379573.html
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@ Background, Problem & Goal Key Ideas  Mechanisms Novelty Results Pros & Cons Discussion

s Ve 5 2 K Intel

B FEFIEnte SGXAUFELE , IREHASREAHANTFEAIERRE(QE)
u  (BEBZZMeltdownIZHAIAM RSSO BEHRZZLVI ( AMDFIARM ) YK,
B IR , IBM POWERPCASZE 0

Vulnerable platforms: Intel

Software Guard Extensions (SGX) c/ %\l ’ \‘x
"l > R

(lntel) 5= L. @ signal

23 fences 49,315 fences
@A,I Enarx (Red Hat) Asylo (Google) October 2019— "surgical precision” March 2020— “big hammer"
Ty, ili Fortanix:
wolfssL Intel architectural enclaves: lfence counts

[ libsgxqge.signed.so |
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演示者
演示文稿备注
reverse engineered the proprietary intel_fast_memcpy function  used  in  QE , the quote is outputted using 128-bit vector instructions. 
汇编代码list4形成可利用的LVI-SB瞬态控制流劫持小工具：vmovups指令（P1）首先在用户控制的页面偏移量不将用户数据填充到存储缓冲区中，该偏移量与安全区域堆栈不的返回地址对齐，然后紧接着错误或辅助提示（P2）错误地选择了 更新中毒的用户数据。攻击者现在成功地将瞬态控制流重定向到安全区代码中的任意P3gadget地址，这可能随后导致QE私钥泄露。这个流程如果数据存到L1D了，就可利用LVI-L1D。



Background, Problem & Goal Key Ideas  Mechanisms Novelty Results Pros & Cons  Discussion
7125 ()4 2. CVE-2020-0551

« LVIEFEAJo Van BulckF2019FF4 B4H XM HFBLE . IntellA Ha)FAK,
TrPoCiRX G, Afix, FAFRMENFERNILX ;

« Bitdefenderf§Tf 35 A R &£ I 7 LVI-LFB (CVE-2020-0551), F7E20204F

2R [ nteligfit Y — B RLVI-LFBEB HEENE L2 = P HIPoC

7

Bitdefender

Source: https://software.intel.com/security-software-guidance/processors-affected-transient-execution-attack-mitigation-product-cpu-model
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Background, Problem & Goal Key Ideas  Mechanisms Novelty Results Pros & Cons  Discussion
LVI-ROP in SGX Quoting EnclaveX & 27 £

1 _ intel _avx rep_memcpy: ; libirc 2.4/efi2/libirc.a

2 ; Pl: store to user address

3 vmovups %xmm0, -0x10 (Srdi, 3rcx, 1)

4 o= o

5 pPop srl2 ; P2: load from trusted stack
6 ret

Listing 4: LVI gadget in SGX-SDK intel_fast_memcpy used in QE.

a benchmark enclave on an 17-8650U with the latest microcode 0xb4

« HKIEAR . FEvictim enclave 2 MBI L, LVITEIES TN, MI10GK
EITHIREL 799453 KFNE, FIHEFF090 =1, ~AF/NTESLIN T
EEIRAERMIER, 49.04KkB /s,

© BAMER  SFEEAEVCANBEEFERYTR, WEMIIR TR
1284, HEI0FRIETTH, FEANREMIEIETT76R, SEIEHRE A
7054 B /s, MANEREZRMNQEMTH G, XEEFTHERO, KERAEAZE
RX, BZ Intel It 2#— MEMHTIEIE 7 TCB, mERAFME.
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Background, Problem & Goal Key Ideas  Mechanisms Novelty Results Pros & Cons  Discussion
LVI-NULL fault injection to reduce AES rounds

Architectural Change Page
Execution | movdqu  (%rdx), %xmm0 P ge tag
\_, movdqu (%rcx), Y%oxmm4 / ermission
add $0x10, Yrdx
pxor %xmm4, W—//
! movdqu 0x10( %rx'), %xmm4 )
. aesdec %xmm4, %xmm0
i movdqu  0x20(%rcx), %xmm4 — ToadRKz |
aesdec Y%xmm4, °/’oxmm0 Load RK2

@ Transient ﬁ;ovdqu 0xa0(%rcx), %xmm4

Execution : aesdeclast %xmm4, %xmmO

1 movdqu %xmm0, -0x10(%r8,%rdx,1) ' Re Faulty
:.--______---_--__----_--_-----_---------------—-------------------—--' cover rau

Qutput

Fig. 7. Overview of the AES-NI fault attack: (1) the victim architecturally
executes the initial AES round, which xors the input with round key 0; (2)
access rights on the memory page holding the key schedule are revoked; (3)
upon the next key access (P2), the enclave suffers a page fault, causing the
CPU to transiently execute the next 10 AES rounds with zeroed round keys; (4)
finally the faulty output is encoded (P3) through a cache-based side-channel.

{#8 FHRDCL NOZ#Omicrocode OxaeZE i9-9900K 3100 AEIAES® $H# 17 7 Wi |
s, FMREKeylEEH 83 % A 8] S THAA SR Hr UL
MZEHI10MKey, AESERI6ANFTHRKE T FHIS.61 D EFREL, TREA97% |
B AT A 8] 925.94 s (@?ﬁ?‘t?@ﬁﬂ@ﬁﬁlﬂ) T EFE246T0TRAES R E I T,
RINHIRE T FAME TS,
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Background, Problem & Goal Key Ideas  Mechanisms Novelty Results Pros & Cons  Discussion

LVIfH) HAth B 1
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95 086.5 sEL A s — MESEARIZIITH . WREHALETXY)
A E, &84 (n=100000) HBIRZFHE I
B EHEEANNTG
> Windows=TERRIBFRPTEIRIIRYL , IEEBRER clflush NEFF
AR BITHEERFAE ;
> Intel 17-8650U with Linux kernel 5.0 T~ , 101/M#EEITaZL ( n= 100 000 )
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i KEL B

R KHA. B =EMARLE. AE

Discussion

A

B A FSHA. ARG EE, trade off

B 5UgiAIMeltdownZEBINTEARR , W IEERUCISEFRLAR
e EN X BABE

TABLE II. Indirect branch instruction emulations needed to prevent LVI and
whether or not they require a scratch register which can be clobbered.

Instruction Possible Emulation Clobber
ret pop %reg; lfence; jmp x%reg v
ret not (%rsp); not (%rsp); lfence; ret X
jmp (mem) mov (mem), %reg; lfence; jmp *%reg v
call (mem) mov (mem), %reg; lfence; call *%reg v
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Mitigating LVI?

'\ Gadget-based exploits — flushing j-arch buffers does not suffice!

= [ Faulting load &B p ]
g load value injection
o i :
a Fill &A Transient gadget
=
< array[B] or CALL "B Z -\
LR ilegal microarchitectural serve
{:J A p-Arch buffer
<
3 B Mem
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B BT % (Cont.)

= [ Faulting load &B ]

o

S

& Ifence ]

« array[B] or CALL "B

2 e T SN ST TTTmTSTomomommomomoees
— illegal microarchitectural serve

5 A p-Arch buffer

<C

3 B Mem

LVIZE K s34 T A EZ N AY Ifence
ZELIERENE XSG NNEIES Z B EssEE# TRk
BTk load, FLEESHIFINRZE, HAPBFETLTARERXE6 retig<S
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17387 A%y 2y 45 Hipatch

GNU Assembler Adds New Options For Mitigating Load
Value Injection Attack
Written by Michael Larabel in GNU on 11 March 2020 at 02:55 PM EDT. 14 Comments

LLVM Lands Performance-Hitting Mitigation For Intel LVI
Vulnerability

Written by Michael Larabel in Software on 3 April 2020. Page 1 of 3. 20 Comments

P 3 X
-

-mlvi-hardening

More Spectre Mitigations in MSVC

Visual C++
March 13th, 2020

-(spectre-load
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Performance overheads: OpenSSL
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Performance overheads: SPEC 2017 (Intel’s mitigation)
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Fig. 9. Performance overhead of Intel’s mitigations for non-optimized
assembler gcc (fence loads + ret) and optimized clang (fence loads +

indirect branch + ret vs. ret-only) for SPEC2017 on an Intel i19-9900K CPU.
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Weakness
» HafgEEikeE  BaFREEAS
B FEEFJintel
R EL-;&I)UIQLJHTE'“’H:HTﬂBﬂAW
B IHRIRARE HRETXTRPIRAN
B transient window not long enough
B need a fault where 1t can also pick up the value
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From architecture. . . to microarchitecture

Windows XP ../ /
2001 10

45
total code

Windows Vista
2007

Facebook

(including backend code)

US Army Future Combat System

fast battlefield network system (aborted)

Debian 5.0 codebase

free, open-source operating system

Mac OS X “Tiger”
v104

—].(D Car software

average modern high-end car

Mouse*
Total DNA basepairs in genome

—2— billion
Google

all internet services

Source: https://en.wikipedia.org/wiki/Burj Khalifa
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Source: https://www.slideshare.net/paulgoogle/20150326-02
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Background :
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Mechanisms :
B MELEE : iEAN. EE. 1T, hack , BSEISHhSHE

Results :
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